
 
 
 
 
 

 
 

Privacy Notice for LOD Professionals and LOD HQ Staff, UK 

Updated: November 2019 
 

1 PURPOSE & APPLICATION  

1.1 Lawyers On Demand Limited (registered number 8002546) (“LOD”, “we”, “us” or 
“our" in this privacy notice) operates a legal services provider in the UK. This policy 
sets out how LOD handles the personal data of its current,  past and prospective 
employees and independent contractors.  It applies to both LOD Professionals 
(as described below) and LOD HQ staff, as well as applicants for these positions. 

1.2 An “LOD Professional” referred to in this privacy notice is a lawyer, paralegal or 
other professional engaged on a project or assignment through LOD, whether as 
an employee or an independent contractor.   

 

1.3 LOD is committed to protecting and safeguarding the privacy of all current, past 
and prospective LOD Professionals and LOD HQ staff in accordance with all 
applicable legislation.  For LOD UK this is primarily the General Data Protection 
Regulation and the Data Protection Act 2018 (applicable privacy laws). 

2 PERSONAL DATA 

2.1 As used in this notice, personal data has the meaning set out in the applicable 
privacy laws.    

2.2 If you are an LOD Professional (whether currently engaged or in between 
assignments), a member of LOD HQ staff, or going through an application process, 
the personal data we may collect about you includes your: 

(a) Name or alias, gender, passport number, date of birth, nationality and 
country and city of birth;  

(b) Mailing address, telephone numbers, email address and other contact 
details; 

(c) CV, educational qualifications, professional qualifications and certifications 
and employment references; 

(d) Employment and training history;  

(e) Referee, next-of-kin, spouse, other family members and emergency 
contact details; 



 
 
 
 
 

 
 

(f) Time record details; 

(g) Photographs, videos and other audio-visual information; 

(h) Salary and benefit information and bank account details; 

(i) Leave records (including annual leave, sick leave and maternity/paternity 
leave); 

(j) Performance records; and 

(k) Any additional information provided to us by you during the recruitment 
process or whilst engaged by us. 

2.3 Whilst we don’t generally process personal data that is considered sensitive under 
GDPR, the following may apply: 

(a) We may need to process data on work-related health issues and disabilities, 
in which case the data is ‘special category data’. 

(b) For some types of assignment or client we may need to undertake criminal 
records checks, in which case the data is ‘criminal offence and conviction 
data’. 

3 COLLECTION, PURPOSES AND LAWFUL BASIS 

Sources of personal data 

3.1 We generally collect and process personal data that you knowingly and voluntarily 
provide in the course of or in connection with your engagement or application with 
us, or via a third party who has been duly authorised by you to disclose your 
personal data to us. We may also process personal data that we acquire from third 
party sources such as LinkedIn, credit reference check providers or clients. 

Purposes of processing 

3.2 Your personal data will be collected and used by us for the following purposes and 
we may disclose your personal data to third parties where necessary for the 
following purposes: 

(a) performing obligations under or in connection with your contract with us, 
including payment of fees and tax; 

(b) administrative related matters within LOD, including granting access to our 
premises and computer systems, administering insurance policies, 
provision, monitoring and management of IT systems and resources in 
order for you to provide services to clients, management and reporting 



 
 
 
 
 

 
 

purposes, and investigating any acts or defaults (or suspected acts or 
defaults); 

(c) human resources related matters within LOD; 

(d) managing and terminating our relationship with you; 

(e) assessing and evaluating your suitability for secondments and 
assignments with our clients;  

(f) assessing and evaluating your suitability for engagement in any current or 
prospective position within LOD;  

(g) ensuring business continuity for LOD in the event that your engagement 
with us is or will be terminated;  

(h) performing obligations under or in connection with the provision of services 
to our clients; 

(i) facilitating any proposed or confirmed merger, acquisition or business 
asset transaction involving any part of the LOD Group, or corporate 
restructuring process; and 

(j) facilitating our compliance with any laws, customs and regulations which 
may be applicable to us. 

3.3 We may also use your personal data to keep you updated on relevant news and 
industry updates, events and other information of ours that we think may be of 
interest to you. You can unsubscribe from these communications at any time. 

3.4 The purposes listed in the above paragraphs may continue to apply even in 
situations where your relationship with us (for example, pursuant to a contract) has 
been terminated or altered in any way, and for a reasonable period thereafter 
(including, where applicable, a period to enable us to enforce our rights under any 
contract with you). 

Lawful basis for processing 

3.5 In order to process your personal data lawfully under GDPR we need to identify 
the ‘lawful basis’ for processing.  We rely on one or more of the following lawful 
bases for processing the personal data of LOD Professionals and prospective LOD 
lawyers: 

(a) The processing is necessary in order to fulfil the contract we have with you, 
or to take specific steps before entering into a contract with you at your 
request. 

(b) The processing is necessary to comply with the law. 



 
 
 
 
 

 
 

(c) The processing is necessary for our legitimate interests or the legitimate 
interests of a third party (such as a client), and there is no negative impact 
of our processing on you that overrides those legitimate interests. 

(d) In limited cases our lawful basis will be that you have given clear consent to 
the processing. 

Sensitive personal data 

3.6 Where we need to process special category data or criminal offence and conviction 
data, we need to identify a further condition for processing as required under 
applicable privacy laws.  We inform you of this at the time of collecting that data 
and will normally rely on gaining your consent as the further condition. 

4 YOUR PERSONAL DATA RIGHTS 

4.1 The personal data we hold about you is your data, so you have certain rights over 
the data under the GDPR. This section summarises your rights and how you can 
exercise them (generally free of charge).    

4.2 You have the right to request a copy of personal data we hold relating to you. You 
also have the right to require us to correct any mistakes in the personal data we 
hold relating to you. 

4.3 Where we are processing your data based on your consent you can withdraw 
that consent and we must immediately stop processing your data. Please note 
that up to that point, we’re acting lawfully with your consent, and withdrawal of 
consent cannot be backdated. 

4.4 Where we process your data based on “legitimate interests” you still have the 
right to object to our processing of that data if you feel it impacts on your 
fundamental rights and freedoms. From that point, we must stop processing your 
data until we have determined whether your rights override our interests. 

4.5 You also have the right to object where we are processing your personal data for 
direct marketing purposes.  The easiest way to do this is to use the unsubscribe 
links at the bottom of all marketing emails. 

4.6 In certain situations, you have the right to require us to erase personal data where 
there is no good reason for us continuing to process it. However, note that we may 
not always be able to comply with your request of erasure for specific legal reasons 
which will be notified to you, if applicable, at the time of your request. 

4.7 You have the right to request restriction of processing of your personal data. 
This enables you to ask us to suspend the processing of your personal data in the 
following scenarios: (a) if you want us to establish the data's accuracy; (b) where 
our use of the data is unlawful but you do not want us to erase it; (c) where you 



 
 
 
 
 

 
 

need us to hold the data even if we no longer require it as you need it to establish, 
exercise or defend legal claims; or (d) where you have objected to our use of your 
data but we need to verify whether we have overriding legitimate grounds to use 
it. 

4.8 You have a right to object to any decisions being taken through the processing of 
your personal data by automated means if they produce legal effects concerning 
you or similarly significant effects on you. We confirm that we do not currently 
undertake any automated decision-making, or profiling, based on the processing 
of personal data.   

4.9 Finally, you have the right to request the transfer of your personal data to you or 
a third party in a structured, commonly used, machine-readable format. Note that 
this right only applies to automated processing of information about you, if carried 
out based on your consent or where it is necessary to perform a contract with you. 

4.10 If you wish to exercise any of these rights the best way is to submit your request 
via email to our privacy@lodlaw.com.  

4.11 Please note that we may need to request specific information from you to help us 
confirm your identity and ensure your right to access your personal data (or to 
exercise any of your other rights). This is a security measure to ensure that 
personal data is not disclosed to any person who has no right to receive it. 

4.12 We try to respond to all legitimate requests quickly, but in any event within one 
month. Occasionally it may take us longer than a month if your request is 
particularly complex or you have made a number of requests. In this case, we will 
notify you and keep you updated. 

4.13 At all times, you have the right to report a concern or lodge a complaint with the 
Information Commissioner’s Office. Please refer to the ICO at 
https://ico.org.uk/concerns/ or by calling them on 0303 123 1113. Of course, we 
hope that we can resolve your issue quickly and fairly ourselves. 

5 PROTECTION OF PERSONAL DATA 

5.1 We have appropriate security measures in place to protect personal data from 
being accidentally lost, or used or accessed in an unauthorised way. In addition, 
we limit access to your personal data to those employees, contractors and other 
third parties who have a business need to know. They will only process your 
personal data on our instructions and they are subject to a duty of confidentiality. 

5.2 We also have procedures in place to deal with any suspected data security breach. 
We will notify you and any applicable regulator of a suspected data security breach 
where we are legally required to do so. 

https://ico.org.uk/concerns/


 
 
 
 
 

 
 

6 ACCURACY OF PERSONAL DATA 

We generally rely on personal data provided by you. In order to ensure that your 
personal data is current, complete and accurate, please update us if there are 
changes to your personal data by informing us via email at the contact details 
provided below. 

7 RETENTION OF PERSONAL DATA 

7.1 We may retain your personal data for as long as it is necessary to fulfil the 
purposes for which they were collected, or as required or permitted by applicable 
privacy laws, and it is our policy to retain certain personal data of LOD 
Professionals when they cease to be engaged on assignments through us.  This 
data may be required for general communication purposes, to enable us to suggest 
or process new assignments or in case of legal claims relating to past 
assignments. For former LOD employees data may be retained for residual 
employment-related activities, including for example, provision of references, 
processing of applications for re-employment, matters relating to retirement 
benefits and allowing LOD to fulfil any of LOD’s contractual or statutory obligations. 

7.2 We will cease to retain your personal data, or remove the means by which the data 
can be associated with you, as soon as it is reasonable to assume that such 
retention no longer serves the purposes for which the personal data were 
collected, and are no longer necessary for legal or business purposes. 

8 TRANSFERS OF PERSONAL DATA TO DATA PROCESSORS 

8.1 We use a number of different service providers (acting as ‘data processors’) who 
provide services or cloud-based software to enable us to operate our business and 
the services we provide to our customers. Your personal data is transferred to (and 
stored by) these service providers (as our ‘data processors’), who generally fall 
under the following categories: 

(a) Website analytics  

(b) Website and data hosting  

(c) IT and system administration  

(d) Document storage  

(e) Email, contacts and calendar  

(f) CRM, accounting and billing  



 
 
 
 
 

 
 

8.2 These ‘data processors’ only process data on our behalf.  They won’t use your 
personal data for their own purposes and we only permit them to use it in 
accordance with our instructions, our contract with them and the law. 

8.3 Please contact us (see below) if you want further information on specific data 
processors or the types of personal data they process for us.  

9 OTHER TRANSFERS OF PERSONAL DATA 

9.1 For LOD Professionals, when we put you forward for assignments with our clients, 
we provide clients with your LOD profile, which contains your personal data and, 
in some instances, the client may ask for proof of your right to work in the relevant 
country. Additionally, if you are offered an assignment a client may require further 
checks to be undertaken, which may include checking your credit history, 
academic qualifications and if you have any criminal records. You will be asked to 
consent to these checks before they are carried out. 

9.2 If you attend an event we have put on, we may need to share your name and any 
special dietary requirements with the event hosts or organiser and the names of 
attendees may be shared with speakers and other attendees.   

9.3 LOD may from time to time need to transfer your personal data to the following 
classes of persons (within or outside the country where you are based): 

(a) any member of the LOD Group (as defined below);  

(b) clients of LOD; 

(c) the insurers and banks of LOD and/or any member of the LOD Group; 

(d) outside parties involved in a merger, acquisition or due diligence exercise 
with LOD;  

(e) companies, third party service providers and professional advisers LOD or 
a member of the LOD Group engages to perform functions for LOD; 

(f) applicable regulators, governmental bodies, tax authorities or other 
industry recognised bodies located inside or outside the country where you 
are based where required by any applicable laws, rules and regulations, 
codes of practice or guidelines of any applicable jurisdiction or any 
governmental or regulatory authority in or outside the country where you 
are based; and 

(g) anyone you authorise. 



 
 
 
 
 

 
 

“LOD Group” means the group comprising LOD and all of its subsidiaries, all 
of its holding companies and each other subsidiary of any of its holding 
companies, including Lawyers On Demand (Singapore) Pte Ltd. 

10 INTERNATIONAL TRANSFERS OF PERSONAL DATA 

10.1 Whenever we, or our data processors, need to transfer or store your personal data 
outside the EEA we will ensure that an appropriate transfer safeguard mechanism, 
or derogation, as required under applicable privacy laws, is in place to protect your 
privacy rights.  This section explains more. 

10.2 For LOD Professionals, if we need to transfer your data to a client located outside 
the EEA, we will ensure we have your consent to such transfer (which you will 
normally agree to in writing when you sign up to be a LOD lawyer). 

10.3 Many of our data processors operate “cloud-based systems”, which means the 
information is held in data centres in different locations.  Some of them reserve the 
right to hold copies of your personal information outside the EEA. 

10.4 In this case we and our processors employ one or more of the following 
mechanisms that are designed to help safeguard your privacy rights. 

(a) Certain processors only transfer your personal data to countries that have 
been deemed to provide an adequate level of protection for personal data by 
the European Commission. For further details, see European Commission: 
Adequacy of the protection of personal data in non-EU countries. 

(b) Providers storing data in the US, may be self-certified to the EU-US Privacy 
Shield which requires them to provide similar protection to personal data 
shared between the Europe and the US. For further details, see European 
Commission: EU-US Privacy Shield. 

(c) With certain service providers, we may use specific ‘standard contractual 
clauses’ approved by the European Commission which give personal data 
the same protection it has in Europe. We use this transfer safeguard 
mechanism for any transfers we need to make to other LOD Group 
Companies outside the EEA.  For further details, see European Commission: 
Model contracts for the transfer of personal data to third countries.   

10.5 Please contact us (see below) if you want further information on the specific 
mechanisms used by us or our data processors when transferring your personal 
data out of the EEA. 

11 HOW TO CONTACT US 

If you want to contact us about any of the points on this notice, or just generally 
about how we protect your privacy, please email us at privacy@lodlaw.com. Our 

https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/adequacy-protection-personal-data-non-eu-countries_en
https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/adequacy-protection-personal-data-non-eu-countries_en
https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/eu-us-privacy-shield_en
https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/eu-us-privacy-shield_en
https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/model-contracts-transfer-personal-data-third-countries_en
https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/model-contracts-transfer-personal-data-third-countries_en


 
 
 
 
 

 
 

contact address is St Magnus House, 3 Lower, Thames Street, London, EC3R 
6HE. 

12 EFFECT OF THIS NOTICE AND CHANGES TO THIS NOTICE 

12.1 This notice applies in conjunction with any other policies, notices, contractual 
clauses and consent clauses that apply in relation to the collection, use and 
disclosure of your personal data by us. 

12.2 We may revise this privacy notice from time to time without any prior notice.  If we 
make any significant changes we will endeavour to notify you by email.  You can 
request a copy at any time by emailing privacy@lodlaw.com.    

************************************  
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